Keeping Data Secure Training Video
[Danielle Robinson] Hi! My name is Danielle Robinson, and I'm a member of the nFORM Data Capacity CQI Team at Mathematica. This video, "Keeping Data Secure," is part of the nFORM Data Capacity and CQI Training video series.
In this video, I will cover the security requirements for nFORM and logging into nFORM. I will also discuss the definition of personally identifiable information, which I'll call "PII" for short; and I'll talk about best practices for protecting clients' PII.
So let's get started.
nFORM is a secure system and is compliant with federal security requirements for data systems. For example, one of the security features for nFORM's Authority to Operate, or ATO, is that it cannot be connected to any other data system. Data cannot be directly imported to or from another system. In addition, grant recipients may only access the nFORM "production" environment where nFORM users enter client enrollment and participation data. So it's important to remember that you cannot practice using nFORM by adding any test data or fake data.
Finally, there are data sharing agreements between Mathematica and each grant recipient that formally define roles and responsibilities related to nFORM and the data.
Another security feature of nFORM is that there is secure access through user accounts. User access is limited by a specific number of accounts per grant recipient and by specific account types. For your nFORM user account, your username is an email address. As a security measure, only one account can be associated with one email address. 
In addition, you will use multifactor authentication, or MFA, to log into nFORM. You're probably familiar with multifactor authentication from online banking and other secure websites. Multifactor authentication means that in addition to entering your username and password, you must enter a six-digit code that is sent to you through either a text message or an automated phone call. The text or call is sent to the phone number associated with your user account. 
When it comes to passwords, nFORM requires strong passwords, meaning that they must have at least eight characts and include letters, numbers, and special characters. 
There are additional features for keeping your user account secure. All users must change their passwords every 60 days, even me. nFORM will prompt you to change your password when it's time. If you don't change your password, your account will automatically become deactivated; and a site administrator at your organization will need to reactivate it. In addition, you are limited to five failed login attempts. That means if you incorrectly enter your password five times, your account will be deactivated and a site administrator will have to reactivate it for you. We recommend resetting your password if you reach four unsuccessful login attempts to avoid needing site administrator support. 

If you are inactive for 15 minutes or more, you will need to log in again. A pop-up message in nFORM will tell you when you have one minute left; and at that point, you need to do something in nFORM that's considered an activity to keep your session active. Activity in nFORM is saving or navigating to a new screen or page. Please note that typing, moving your cursor, and clicking a radio button, checkbox, or drop-down menu are not considered activities. You will be logged out, for example, if you type for longer than 15 minutes without saving. To remain in the system, you will need to save a page or navigate to a new screen.
Finally, if you do not log into nFORM for 60 days, your account will be deactivated. If your account is not activated by a site administrator within 30 days of deactivation, your account will automatically be locked and will require a member of the Data Capacity and CQI TTA team to unlock the account.
Now I'll demonstrate how to log into nFORM.
This is the nFORM login screen. Please note that I'm logging into nFORM Development Environment for demonstration purposes, as noted in this message across the top of the screen; but the login screen of the nFORM production environment will look the same. 
The top of the login page reminds users which browsers work best for accessing nFORM. Read the disclaimer statement and check the checkbox to agree to the terms and conditions for accessing nFORM.
Enter your username. Your username is your email address associated with your nFORM account. Enter your password; then select the login button. You will then be asked to enter a six-digit code that is either texted to you or provided by an automated phone call. Please note that you can change the method by editing your user account information. For example, if you know that you will be in a place where you won't be able to receive phone calls, you should switch to the text message method before logging out of nFORM.
Once securely logged in, you will land on nFORM's Home Page; and from there, you can navigate to specific functions, which we'll cover in other trainings.
Now let's turn to discussing more about personally identifiable information and why it's important to keep it secure.
The Privacy Act of 1974 establishes practices to help ensure the confidentiality of individuals and their personally identifiable information. It's important to have practices that ensure the confidentiality of PII because one aspect of having high-quality data is that data are collected and stored securely. Some data that you will collect from nFORM is considered personally identifiable information. For example, client names, contact information such as addresses, phone numbers, email addresses, and social media information, birth dates, intimate partner violence or IPV, screening outcomes, case notes on individual services, and open-ended survey responses such as youngest child's first name, are all PII. 
Note that there may be other data points that when linked with a client's name may also be considered PII. In addition, some performance measures collected and stored in nFORM come from sensitive questions about government assistance and whether they are in jail or prison.
Now I'll discuss some best practices for protecting clients' PII.
First, you should never email PII. That includes e-mails to other program staff and to the nFORM Help Desk. You should only refer to clients by their client ID numbers.
Second, you should keep discussions, including phone calls about individuals, confidential and out of earshot of unauthorized people. Also, please ensure that unauthorized people cannot see the information when displaying screens with PII on your monitor.
Third, you should lock your computer when you leave it and always keep your passwords secure and do not allow anyone to use your computer accounts.
You should keep all project materials with PII locked when not in use. You should also never leave documents containing PII unattended. In addition, you should keep all work surfaces and open storage areas clear of documents containing PII. You should also securely shred hard copies of information when they're no longer needed. Do not save PII to any device that is not encrypted, including shared network drives or flash drives.
Grant recipient staff should immediately report suspected or confirmed nFORM-related security incidences to their site administrator, and administrators should immediately report the issue to Mathematica by sending a Help Desk email. In addition, as applicable, report security instances to your independent review board or research board.
Now let's discuss some practices for protecting PII before data collection.
It's important to ensure there are security protections in place to prevent unauthorized access to nFORM. This includes ensuring clients cannot access the devices that grant recipient staff are using to access nFORM. Grant recipients should also remind staff to lock devices they're using to access nFORM when the devices are not in use.
For grant recipients that have their Family Assistance Program Specialist's, or FPS's, approval to use paper surveys, have a plan for securely transporting, administering, storing, and ultimately destroying the paper surveys to protect client confidentiality.
ACF requires that grant staff share the Privacy Act Statement with clients, which describes how their data will be used and kept safe. There are multiple times during data collection where you should share ACF Privacy Act Statement with clients. You should share ACF's Privacy Act Statement with prospective clients during outreach and recruitment, when completing the application form during enrollment, and before clients begin each web survey. ACF's Privacy Act Statement is available in English and Spanish on the HMRF Grant Resources site.
Now let's talk about some practices to follow to protect clients' PII during survey administration.
When administering surveys in person, ensure clients have adequate space from other people so their responses remain out of sight from others. If you are helping a client complete the survey, make sure others cannot hear their responses. To keep printed survey materials secure, ensure that hard copies of survey login sheets for clients who are completing their survey by web and completed paper surveys are collected immediately after a client finishes their survey and are securely shredded once they're not needed. 
If a client needs to complete their survey remotely, ACF has improved methods including having a client complete their survey either by phone or video call with grant staff, or by completing their survey online using login information provided securely by grant staff. Detailed information on these methods can be found in the tip sheet for options for administering surveys virtually available on the Grant Resources site.
It is also important to protect clients' personally identifiable information when monitoring data collection. Always keep client confidentiality in mind when using nFORM's data tools available under the "Reports" tab. Remember that only people who need access to the data should be given access. Never email any materials, including reports, that include client names or other identifying details, and only refer to clients by their client ID.
Also when viewing nFORM data, be mindful of who can see your screen.
If you suspect or confirm a PII-related security incident, please immediately report it to your site administrator. Site administrators must immediately report the issue to Mathematica by contacting the Help Desk at nFORMCQITA@mathematica-mpr.com. Remember to only include client IDs in the ticket. You never want to include client name or other PII in email or other digital correspondence. You must also comply with your IRB or research board's requirements for PII-related security incidents.
The nFORM User Manual will include details on and important approaches to protecting PII. All staff who will be working with clients or nFORM should review the important information in Module I of the manual before using nFORM. The manual will be available on the Grant Resources site. 

We also encourage you to reach out to the Help Desk with any questions or concerns at nFORMCQITA@mathematica-mpr.com. Just remember, don't include any PII with your questions.
We hope this video has helped you better understand practices for keeping client data secure. If you have additional questions, please contact the nFORM Help Desk at the email address listed on the previous screen: nFORMCQITA@mathematica-mpr.com.
Thank you for watching!
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